AlIS

ASSISTANT INFORMATION SECURITY

A TECHNICAL PERSPECTIVE

Beyond Prompts

Building an AI-Assisted
Security Assurance Platform

Why security assurance requires more than a language model — and where the

durable value of an Al-assisted platform actually resides.
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INTRODUCTION

AlIS is not a prompt.ltisa
security assurance platform.

A common misconception about Al-powered products is that their value comes from the
prompt sent to the language model. At a superficial level, someone might look at AIS and
conclude: "it just sends prompts to an LLM."” Technically, that statement is true. It is also

incomplete, and it misses where the real value resides.

BY THE SAME LOGIC
ServiceNow is just a database.
Jira is just a ticket table.

Splunk is just a search engine for logs.

The value of these platforms is not the underlying technology. It comes from the workflow,
structure, governance, automation and domain expertise built around it. AIS follows the

same principle — and the rest of this paper sets out exactly where that value is created.
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AIS

01 — THE MODEL IS A COMPONENT, NOT THE PRODUCT

AlS is designed to be model-agnostic. Customers can choose the model that best fits their
environment, budget, performance requirements and security constraints — and AIS
continues to operate regardless of the underlying model.

Anthropic models OpenAI models Gemma Local models

Fine-tuned internal models

This flexibility is intentional. If a better model becomes available tomorrow, customers can
adopt it without replacing the platform. This means the core value of AIS cannot be the
model itself.

The model is replaceable.

The platform is not.
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02 — WHAT AIS ACTUALLY PROVIDES

When an auditor asks AIS to assess a control, generate validation activities, analyse a risk
or draft a C&A memorandum, AlS does not simply forward the question to an LLM. Before
the request reaches the model, AIS assembles a rich, structured context:

Security controls Control implementation status
Associated risks Findings

Evidence Framework mappings
Assessment metadata Review comments

Workflow status Organisational context

The model receives a highly structured representation of the assessment environment
rather than an isolated question. This contextualisation is where much of the value is
created — and it is a property of the platform, not the prompt.

GROUNDED BY CONSTRUCTION

Because every response is assembled from this structured record — the controls,
risks, evidence and findings actually in scope — AIS reasons over a known, bounded

environment instead of generating open-ended text. The context is the guardrail: each

statement traces back to its source in the record, not to invention.
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03 — DOMAIN EXPERTISE EMBEDDED INTO THE PLATFORM

General-purpose language models possess broad cybersecurity knowledge. AlS provides
something different: it embeds practical assurance knowledge into the workflow itself. The
platform understands concepts such as —

Security Risk Assessments Control Validation Assessments
Certification & Accreditation NZISM alignment

NIST control frameworks ISO control frameworks
Findings management Risk-to-control relationships

This operational knowledge is built into the platform design rather than left entirely to the
language model. It is the difference between a model that knows about assurance and a
platform that performs it.
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04 — WHY AUDIT TEAMS BUY AIS

Audit teams are not purchasing prompts. They are purchasing the properties that make
assurance defensible:

Consistency Traceability

One method across every engagement. Every finding linked to evidence and control.
Governance & RBAC Evidence management

Roles, review processes and controlled Evidence held against the controls it supports.
workflow.

Reporting & audit history Assurance acceleration

Outputs and a full record of how they were The model speeds the work — it does not
reached. replace it.

The language model helps accelerate these activities, but it does not replace the platform
that makes them repeatable and defensible.
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05 — THE REAL COMPETITIVE ADVANTAGE

If the language model behind AIS were replaced tomorrow, AIS would continue to function.
If the workflow, data model, governance structure, findings management, dashboards,
reporting and assurance methodology were removed, AlS would cease to exist.

REMOVE THE PLATFORM

AIS keeps working. There is no product left.

The platform captures years of practical experience in cybersecurity assurance, risk
assessment, compliance and accreditation, and turns that experience into a repeatable,
scalable workflow. That workflow — not the prompt — is the true intellectual property.

The LLM is an accelerator.

AIS is the product.
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06 — POSITIONING AIS

AlIS should not be viewed as an Al product that performs security assessments. It should
be viewed as a security assurance platform that uses Al to accelerate and enhance
assurance activities while preserving professional judgement.

The goal is not to replace auditors. It is to enable auditors to spend less time on repetitive
activities and more time applying expertise, judgement and decision-making. That is where

the greatest value is delivered.

AIS

ASSISTANT INFORMATION SECURITY

See how one project record carries through to
every assurance output — in your

environment.

ais.andeansecurity.co.nz Book a demo -




